
December , 2025 

Re: Notice of Data Breach 

Dear [Name]: 

We are writing to let you know about a recent incident that took place with a third-party vendor 
for Cigna Healthcare®, for payment integrity services. It may have involved some of your 
personal information, which the vendor had due to the services that it provides to Cigna 
Healthcare. Cigna Healthcare is the administrator for the Massachusetts Mutual Life Insurance 
Company benefit plans. 

The third-party vendor is unaware of any attempted or actual misuse of any information due to 
this incident. We are providing you with information about it and steps you can take to protect 
yourself, if you feel it is needed.  

As a precautionary measure, we recommend that you remain vigilant by reviewing your account 
statements and credit reports closely. If you detect any suspicious activity on an account, you 
should promptly notify the financial institution or company with which the account is maintained. 

What happened? On January 15, 2025, Cigna Healthcare was notified by one of our third-party 
vendors of an incident involving unauthorized access to their systems. But, the vendor did not 
confirm Cigna Healthcare data was impacted until September 3, 2025.  

Your data was identified as part of the impacted data, between September 23-29, 2025. 
Through its investigation, the vendor determined that the incident occurred between October 21, 
2024, and January 13, 2025. The data affected includes claim overpayment and recovery files 
managed by the Payment Integrity business unit.  

Once discovered, the vendor safely restored its systems and operations and notified law 
enforcement. 

What information was potentially disclosed? The information viewed/accessed varies by 
individual but included names, health care ID, date of service, treatment cost and claim 
numbers.  

For some individuals, the information also included their Social Security numbers. Presently, 
there’s no evidence or indication of actual or attempted misuse of your personal information. 

What are we doing? Cigna Healthcare takes the privacy of those we serve seriously and works 
hard to protect our customers’ information. We also adhere to regulatory requirements each and 
every day.  

Since the incident, several services have been transitioned to other vendors, reducing this 
vendors role in Cigna Healthcare's operations. Cigna Healthcare continues to review its 
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relationship with this vendor through our third-party vendor oversight activities. This includes 
periodic security assessments and ensuring appropriate privacy and security controls. This is in 
alignment with expectations from State and Federal regulatory bodies.  
 
We’re also notifying you in case you decide to take further steps to protect your information if 
you feel it appropriate to do so.  
 
In addition, we are providing you with access to 24 months of credit monitoring and 
identity restoration services through Equifax at no charge to you. You must enroll by 
February 28, 2026. 
 
Please review the next page for more information on the Equifax credit monitoring 
offering and how to enroll. 
 
If you have any questions, please call 800.548.3980. 
 
We sincerely regret any issue this incident may have caused you. 
 
Sincerely, 
Cigna Healthcare 
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MORE INFORMATION ON WAYS TO PROTECT YOURSELF 
 

It is recommended that you remain vigilant for incidents of fraud and identity theft by reviewing 
account statements and monitoring your credit report for unauthorized activity. If you detect any 
suspicious activity on an account, you should promptly notify the financial institution or company 
with which the account is maintained.  
 
You may obtain a copy of your credit report, free of charge, once every 12 months from each of 
the three nationwide credit reporting companies. To order your annual free credit report, visit 
www.annualcreditreport.com or call toll free at 1-877-322-8228.  Contact information for the 
three nationwide credit reporting companies is as follows: 
 

Equifax Experian TransUnion 
Phone: 1-800-685-1111 
P.O. Box 740256 
Atlanta, Georgia 30348 
www.equifax.com 
 

Phone: 888-397-3742 
P.O. Box 9554 
Allen, Texas 75013 
www.experian.com 

Phone: 888-909-8872 
P.O. Box 105281 
Atlanta, GA 30348-5281 
www.transunion.com 

 
If you believe you are the victim of identity theft or any of your personal information has been 
misused, you should immediately contact the Federal Trade Commission and/or the Attorney 
General’s office in your state.  You can obtain information from these sources about steps to 
avoid identity theft and to place fraud alerts and security freezes. You should also contact your 
local law enforcement authorities and file a police report.  You should obtain a copy of the police 
report in case you are asked to provide it to creditors to correct your records.  Contact 
information for the Federal Trade Commission is as follows: 
 
Federal Trade Commission, Consumer Response Center, 600 Pennsylvania Avenue, NW, 
Washington, DC 20580, 1-877-IDTHEFT (438-4338), www.ftc.gov/idtheft. 
 
Credit Freeze: Under the Economic Growth, Regulatory Relief, and Consumer Protection Act of 
2018 (Public Law No. 115-174), as of September 21, 2018, you have the right to put a credit 
freeze on your credit file free of charge.  A credit freeze is designed to prevent a credit reporting 
company from releasing your credit report without your consent.  If you place a credit freeze on 
your credit file, no new credit can be opened in your name without the use of a PIN that is 
issued to you when you initiate the freeze.  In addition, potential creditors and other third parties 
will not be able to provide access to your credit report unless you lift the freeze.  Therefore, a 
credit freeze may delay your ability to obtain credit.  Unlike a fraud alert, you must separately 
place a credit freeze on your credit file at each credit reporting agency.  You can obtain more 
information about fraud alerts and credit freezes by contacting the Federal Trade Commission 
or one of the national credit reporting agencies listed above. 
 
If you are a resident of the District of Columbia, and you either believe you are the victim of 
identity theft or need to obtain information on the steps to take to avoid identify theft, you should 
immediately contact the District of Columbia Attorney General at: 400 6th Street, NW, 
Washington, DC 20001; 202-727-3400; oag@dc.gov, and www.oag.dc.gov. 
 
If you are a resident of Iowa, you are advised to report any suspected identity theft to law 
enforcement or to the Iowa Attorney General. Iowa Office of the Attorney General, Consumer 
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Protection Division, Hoover State Office Building, 1305 E. Walnut Street, Des Moines, IA 50319, 
1-888-777-4590, consumer@ag.iowa.gov. 
 
If you are a resident of Maryland, and you either believe you are the victim of identity theft or 
need to obtain information on the steps to take to avoid identify theft, you should immediately 
contact the Maryland Attorney General at Office of Attorney, 200 St. Paul Place, Baltimore, 
Maryland 21202; +1 (888) 743-0023; or www.marylandattorneygeneral.gov.  
  
If you are a resident of New Mexico, you have rights under the federal Fair Credit Reporting 
Act (FCRA), which governs the collection and use of information pertaining to you by consumer 
reporting agencies. For more information about your rights under the FCRA, please visit 
www.consumer.ftc.gov/articles/pdf-0096-fair-credit-reporting-act.pdf or www.ftc.gov. 
 
If you are a resident of New York, the Attorney General can be contacted at the Office of the 
Attorney General, The Capitol, Albany, NY 12224-0341, 1-(800)-771-7755; or www.ag.ny.gov.  
  
If you are a resident of North Carolina, and you either believe you are the victim of identity 
theft or need to obtain information on the steps to take to avoid identify theft, you may contact 
the North Carolina Attorney General’s Office at 9001 Mail Service Center, Raleigh, NC 27699, 
www.ncdoj.gov, 1-919-716-6400. 
 
If you are a resident of Oregon, you are advised to report any suspected identity theft to law 
enforcement, the Federal Trade Commission, and the Oregon Office of the Attorney General: 
Oregon Office of the Attorney General, Consumer Protection Division, 1162 Court St. NE, 
Salem, OR 97301-4096, 1-877-877-9392, www.doj.state.or.us. 
 
If you are a resident of West Virginia, you also have the right to ask that nationwide consumer 
reporting agencies place "fraud alerts" in your file to let potential creditors and others know that 
you may be a victim of identity theft.  A fraud alert can make it more difficult for someone to get 
credit in your name because it tells creditors to follow certain procedures to protect you.  It also 
may delay your ability to obtain credit.  You may place a fraud alert in your file by calling one of 
the three nationwide consumer reporting agencies.  Contact information for each of the three 
credit reporting agencies is as follows: 
 
Equifax, PO Box 740256, Atlanta, GA 30374, www.equifax.com, 1-800-685-1111  
Experian, PO Box 9554, Allen, TX 75013, www.experian.com, 1-888-397-3742  
TransUnion, PO Box 2000, Chester, PA 19016, www.transunion.com, 1-800-680-7289 
 
As soon as that agency processes your fraud alert, it will notify the other two, which then also 
must place fraud alerts in your file.  You may choose between two types of fraud alert. An initial 
alert (Initial Security Alert) stays in your file for at least 90 days.  An extended alert (Extended 
Fraud Victim Alert) stays in your file for seven years.  To place either of these alerts, a 
consumer reporting agency will require you to provide appropriate proof of your identity, which 
may include your Social Security number.  If you ask for an extended alert, you will have to 
provide an identity theft report.  An identity theft report includes a copy of a report you have filed 
with a federal, state, or local law enforcement agency, and additional information a consumer 
reporting agency may require you to submit. For more detailed information about the identity 
theft report, visit www.ftc.gov/idtheft/. 
 
You may also obtain a security freeze on your credit report to protect your privacy and ensure 
that credit is not granted in your name without your knowledge.  You have a right to place a 



 

 Cigna Healthcare products and services are provided exclusively by or through operating subsidiaries of The Cigna Group.  
Hub Cat #965424 11/25 © 2025 Cigna.Healthcare.  
 

security freeze on your credit report pursuant to West Virginia law.  The security freeze will 
prohibit a consumer reporting agency from releasing any information in your credit report 
without your express authorization or approval. 
 
The security freeze is designed to prevent credit, loans, and services from being approved in 
your name without your consent.  When you place a security freeze on your credit report, within 
five business days you will be provided a unique personal identification number (“PIN”) or 
password to use if you choose to remove the freeze on your credit report or to temporarily 
authorize the distribution of your credit report for a period of time after the freeze is in place.  To 
provide that authorization, you must contact the consumer reporting agency and provide all of 
the following: 
 

(1) The unique personal identification number (“PIN”) or password provided by the 
consumer reporting agency; 

(2) Proper identification to verify your identity; and 
(3) The period of time for which the report shall be available to users of the credit 

report. 
 
A consumer reporting agency that receives a request from a consumer to temporarily lift a 
freeze on a credit report shall comply with the request no later than three business days after 
receiving the request. 
 
A security freeze does not apply to circumstances in which you have an existing account 
relationship, and a copy of your report is requested by your existing creditor or its agents or 
affiliates for certain types of account review, collection, fraud control or similar activities. 
 
If you are actively seeking credit, you should understand that the procedures involved in lifting a 
security freeze may slow your own applications for credit.  You should plan ahead and lift a 
freeze, either completely if you are shopping around or specifically for a certain creditor, a few 
days before actually applying for new credit. 
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December 4, 2025

Nebraska Attorney General's Office
2115 State Capitol
PO Box 98920
Lincoln, NE 68509 

VIA ONLINE SUBMISSION

Re: Notification of a Potential Breach of Security Involving Two (2) Nebraska Resident

To Whom It May Concern: 

I am writing on behalf of the following health plans sponsored by Massachusetts 
Mutual Life Insurance Company ("MassMutual") to inform you of a security-related
matter that may have involved the personal information of two (2) Nebraska
residents:

o MassMutual Employee Welfare Benefits Plan
o MassMutual Agents’ Welfare Benefits Plan
o MassMutual Retired Employee Welfare Benefits Plan
o MassMutual Retired Agents’ Welfare Benefits Plan (the “Benefits Plans”).

The Benefits Plans were notified by Cigna Healthcare (“Cigna”) of this incident on 
October 9, 2025.

As part of its standard business operations, Cigna — the Benefits Plans’ medical plan 
administrator — utilizes the services of Conduent Business Services, LLC 
(“Conduent”). Among other things, Conduent provides payment integrity services, 
to Cigna. In this instance, those medical claim overpayment recovery services were 
impacted by the breach.

Cigna explained that on January 15, 2025, Conduent first notified Cigna, among 
others, of an incident involving unauthorized access to Conduent’s systems. 
According to Conduent, the incident occurred between October 21, 2024, and 
January 13, 2025. At the time of initial notification to Cigna, however, Conduent did 
not identify to Cigna any specific individuals whose data may have been impacted 
by the incident.

Subsequently, on September 3, 2025, Conduent confirmed to Cigna that Cigna-
related data was impacted. As noted above, the data impacted pertains to claim 
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overpayment and recovery files managed by the Cigna Payment Integrity business 
unit.

On October 9, 2025, Cigna notified the Benefits Plans that some of the data 
impacted related to individuals receiving benefits or services under one of the 
Benefits Plans, which are covered entities under the Health Insurance Portability and 
Accountability Act of 1996 (“HIPAA”). MassMutual, on behalf of the Benefits Plans,
immediately reached out to Cigna to determine the scope of the data impacted 
by the incident and steps taken by Conduent and Cigna to respond to the 
incident.

According to Cigna, after discovering the incident, Conduent took all systems 
offline and engaged multiple third-party forensics firms to perform an investigation. 
From that investigation, Conduent determined that personal information was
subject to unauthorized access or acquisition. Conduent also began forensic data 
analyses to identify affected individuals. According to Cigna, Conduent initiated 
efforts to: 

scan its environment to ensure the threat actor had been removed; 
rebuild and harden the systems affected; 
deploy and validate endpoint detection software and multi-factor
authentication across its endpoints; and 
reset administrator passwords. 

According to Cigna, the information viewed or otherwise accessed varies by 
individual but includes name, health care ID, date of service, treatment cost and 
claim numbers. For some individuals, the information also included their Social 
Security numbers. The data provided by Conduent, however, was aged, 
incomplete, and limited in the number of data points matchable within Cigna’s 
systems. According to Cigna, after extensive efforts to synthesize and cross-
reference the data between September 23-29, 2025, Cigna was able to identify the 
impacted individuals in its system and determined which individuals related to the 
Benefits Plans. 

Cigna provided the final list of MassMutual-related impacted individuals on 
November 7, 2025. At this time, there is no evidence of any misuse or subsequent 
disclosure of any Benefits Plan data. 

As a result of the above-described incident, Cigna is required to notify all Benefits 
Plans-related impacted individuals, which will include a free, 24-month subscription
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to Equifax. Attached, please find the template notification letter(s) to be provided 
to the impacted individuals.

If you have any questions regarding this matter, please do not hesitate to call me at 
(413) 226-0347 or e-mail me at monnettemartin@massmutual.com.    

Sincerely,

Monnette Martin
Monnette Martin
Compliance Consultant  
MassMutual Compliance & Ethics Department  



 

<First Name> <Last Name> 
Enter your Activation Code: <Activation Code> 

  Enrollment Deadline: February 28, 2026 
 

Equifax Complete™ Premier 
*Note: You must be over age 18 with a credit file to take advantage of the product 

 

Key Features 
 Annual access to your 3-bureau credit report and VantageScore1 credit scores 
 Daily access to your Equifax credit report and 1-bureau VantageScore credit score 
 3-bureau credit monitoring2 with email notifications of key changes to your credit reports 
 WebScan notifications3 when your personal information, such as Social Security Number, credit/debit card or bank 

account numbers are found on fraudulent Internet trading sites 
 Automatic fraud alerts4, which encourages potential lenders to take extra steps to verify your identity before extending 

credit, plus blocked inquiry alerts and Equifax credit report lock5 
 Identity Restoration to help restore your identity should you become a victim of identity theft, and a dedicated Identity 

Restoration Specialist to work on your behalf 
 Up to $1,000,000 of identity theft insurance coverage for certain out of pocket expenses resulting from identity theft6. 
 Lost Wallet Assistance if your wallet is lost or stolen, and one-stop assistance in canceling and reissuing credit, debit 

and personal identification cards. 
 

Enrollment Instructions 
Go to www.equifax.com/activate 
Enter your unique Activation Code of <Activation Code> then click “Submit” 

 
1. Register:  

Complete the form with your contact information and click “Continue”. 
If you already have a myEquifax account, click the ‘Sign in here’ link under the “Let’s get started” header. 
Once you have successfully signed in, you will skip to the Checkout Page in Step 4 

2. Create Account: 
Enter your email address, create a password, and accept the terms of use. 

3. Verify Identity:  
To enroll in your product, we will ask you to complete our identity verification process. 

4. Checkout: 
Upon successful verification of your identity, you will see the Checkout Page.  
Click ‘Sign Me Up’ to finish enrolling. 

You’re done! 
The confirmation page shows your completed enrollment. 
Click “View My Product” to access the product features. 

 
 
 

1The credit scores provided are based on the VantageScore® 3.0 model. For three-bureau VantageScore credit scores, data from Equifax®, Experian®, and TransUnion® are used respectively. Any one-bureau 
VantageScore uses Equifax data. Third parties use many different types of credit scores and are likely to use a different type of credit score to assess your creditworthiness. 
2Credit monitoring from Experian and TransUnion will take several days to begin. 
3WebScan searches for your Social Security Number, up to 5 passport numbers, up to 6 bank account numbers, up to 6 credit/debit card numbers, up to 6 email addresses, and up to 10 medical ID numbers. 
WebScan searches thousands of Internet sites where consumers' personal information is suspected of being bought and sold, and regularly adds new sites to the list of those it searches. However, the Internet 
addresses of these suspected Internet trading sites are not published and frequently change, so there is no guarantee that we are able to locate and search every possible Internet site where consumers' personal 
information is at risk of being traded. 

4The Automatic Fraud Alert feature is made available to consumers by Equifax Information Services LLC and fulfilled on its behalf by Equifax Consumer Services LLC. 
5Locking your Equifax credit report will prevent access to it by certain third parties. Locking your Equifax credit report will not prevent access to your credit report at any other credit reporting agency. Entities that 
may still have access to your Equifax credit report include: companies like Equifax Global Consumer Solutions, which provide you with access to your credit report or credit score, or monitor your credit report as part 
of a subscription or similar service; companies that provide you with a copy of your credit report or credit score, upon your request; federal, state and local government agencies and courts in certain circumstances; 
companies using the information in connection with the underwriting of insurance, or for employment, tenant or background screening purposes; companies that have a current account or relationship with you, 
and collection agencies acting on behalf of those whom you owe; companies that authenticate a consumer's identity for purposes other than granting credit, or for investigating or preventing actual or potential 
fraud; and companies that wish to make pre-approved offers of credit or insurance to you. To opt out of such pre-approved offers, visit www.optoutprescreen.com 
6The Identity Theft Insurance benefit is underwritten and administered by American Bankers Insurance Company of Florida, an Assurant company, under group or blanket policies issued to Equifax, Inc., or its 
respective affiliates for the benefit of its Members. Please refer to the actual policies for terms, conditions, and exclusions of coverage. Coverage may not be available in all jurisdictions.  


