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	Office of General Counsel

2117 Seneca Building

4716 Pontiac Street

College Park, Maryland 20742

Office Main: 301.405.4945


May 9, 2025

Via _____________

Attorney General _______

(Contact Information) 


Re: Notice of Data Breach

Dear Attorney General _______: 

I’m reaching out to you on behalf of the University of Maryland, College Park (“UMD”) in connection with the data security incident described below. UMD has taken and is continuing to take active steps to mitigate harm and to prevent the recurrence of similar incidents in the future. 

1. Description of the Security Incident. 

On March 7, 2025, UMD received notice that some administrator accounts within an obsolete but still online email server at UMD's National Socio-Environmental Synthesis Center (“SESYNC”) had been compromised. We promptly investigated and determined that, throughout December 2024, external attackers had gained access to and had downloaded the contents of the email server. 

2. Information Involved. 

UMD’s investigation determined that the unauthorized individual(s) gained access to files containing full or partial names, social security numbers, passport numbers, credit card numbers (though not in combination with security codes), and bank account numbers (though not in combination with security codes).
3. Number of [_________] Residents Affected. 

UMD is providing a notification letter to the (INSERT NUMBER) (INSERT STATE) residents affected by this security incident. 

A sample copy of UMD’s notification letter is attached hereto. Our notification letter includes a description of what happened, what information was involved, and what we are doing to protect the affected individual’s information prospectively. 

4. Additional Steps Taken Relating to this Incident. 

UMD has taken active steps in response to this incident to mitigate harm to individuals and to prevent the recurrence of similar incidents in the future. Specifically: 

· The affected email server has been taken offline.  
· UMD is reviewing its policies and procedures so that appropriate security measures are taken to prevent a recurrence of such an incident. 
· UMD has notified the FBI, all three credit agencies, and applicable state agencies of this incident. 
· UMD is notifying all impacted individuals. 

· UMD has partnered with Experian to make identity detection and resolution services available to those individuals for a 24-month period at no charge.
5. Contact Information. 

If you have questions or need additional information, please do not hesitate to contact me via email at dkaiser@umd.edu, or via phone at 301-405-0940. 







Respectfully, 








Daniel Leland Kaiser








Associate General Counsel

Office of General Counsel 

University of Maryland, College Park

2

