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February 6, 2026 
 
FIRST CLASS MAIL  
 
[Participant Name] 
[Participant Address]  

RE: NOTICE OF DATA BREACH 

Dear Subscriber:  

We are writing to inform you of an incident that involved your personal information. The details 
of the incident are described below.  

What Happened 

6 Degrees Health DX, LLC, including the entity formerly known as Asset Protection Unit, LLC 
(“6 Degrees”), provides services to Mutual of Omaha Insurance Company (“Mutual of Omaha”) 
in support of your insurance coverage. On January 6, 2026, 6 Degrees detected suspicious login 
attempts from unfamiliar IP addresses during the period from December 30, 2025, to January 6, 
2026, targeting an email mailbox which contained some Mutual of Omaha policyholder 
information (the “Incident”). 6 Degree’s investigation confirmed that no other network systems 
were breached and that no other mailboxes were accessed.  

What Information Was Involved  

The information accessible in the email mailbox may have included your name, policy number, 
social security number, and date of birth.  

What We Are Doing 

Upon discovering the incident, 6 Degrees immediately secured the affected email mailbox and 
began a thorough investigation. 6 Degrees took steps to contain any unauthorized activity by 
quarantining and isolating the network. 6 Degrees also reset the mailbox password, revoked active 
sessions, disabled the affected account, and reviewed mailbox rules to identify and remove any 
unauthorized changes. In addition, 6 Degrees has implemented enhanced security measures and 
engaged qualified third-party experts to conduct a comprehensive review of its systems and 
security practices to strengthen safeguards going forward. 

6 Degrees took steps to reduce the likelihood that any information involved would be further 
disclosed or misused and, at this time, is not aware of any such misuse. 

What You Can Do   

We encourage you to stay vigilant by reviewing your account statements and monitoring your 
credit reports for any suspicious activity. You may also consider enrolling in the free credit 
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monitoring services offered through the organizations listed below. Additionally, free credit 
reports are available via https://www.annualcreditreport.com/index.action.  

Service Monitoring Bureaus URL 

Monitoring Experian experian.com  
Monitoring  Equifax, Transunion creditkarma.com 
Monitoring  Transunion  transunion.com  
Monitoring Equifax  equifax.com  

 
 
For More Information  

If you have questions about the Incident, you may contact Joe Whitsel, Chief Operating Officer, 
at joe.whitsel@6degreeshealth.com. 6 Degrees takes the security and privacy of confidential 
information seriously and remains committed to protecting it. 

Sincerely, 

 

Bonita L. Hatchett-Bodle, Esq., LL.M. 

cc: Associate General Counsel / IFS 
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Consumer Reference Guide  

 
As a precautionary measure, consumers may wish to regularly review account statements and periodically 
obtain credit reports from one or more of the national credit reporting companies. Consumers may obtain a 
free copy of credit reports online at www.annualcreditreport.com, by calling toll-free 1-877-322-8228, or by 
mailing an Annual Credit Report Request Form (available at www.annualcreditreport.com) to: Annual Credit 
Report Request Service, P.O. Box 105281, Atlanta, GA, 30348-5281.  Consumers may also purchase 
copies of credit reports by contacting one or more of the three national credit reporting agencies using the 
contact information listed below.  
  
Consumers may wish to review credit reports carefully and look for accounts or creditor inquiries that are 
not initiated or recognized by consumer.  If anything is seen that is not understandable, including 
inaccuracies in home address or Social Security number, consumers should call the credit reporting agency 
at the telephone number on the report.  
  
Consumers should remain vigilant for incidents of fraud and credit activity with respect to reviewing account 
statements and credit reports, and promptly report any suspicious activity or suspected identity theft to the 
proper authorities, including local law enforcement, the state’s attorney general and/or the Federal Trade 
Commission (“FTC”).  The FTC or a state’s regulatory authority may be contacted to obtain additional 
information about avoiding identity theft using the contact information listed below.   
  
Fraud Alerts: There are also two types of fraud alerts that can be placed on credit reports to put creditors 
on notice that a consumer may be a victim of fraud: an initial alert and an extended alert.  Consumers may 
ask that an initial fraud alert be placed on their credit report if they suspect they have been, or are about to 
be, a victim of identity theft.  An initial fraud alert stays on credit reports for at least one year.  An extended 
alert may be placed on credit reports if consumers have already been a victim of identity theft, with the 
appropriate documentary proof, and stays on credit reports for seven years.  Consumers may place a fraud 
alert on their credit reports by contacting the toll-free fraud number of any of the three national credit 
reporting agencies listed below.  
  
Credit Freezes: Consumers have the right to place a credit freeze or security freeze (referred to as “credit 
freeze”) on their consumer reports.  A credit freeze is designed to prevent credit, loans and services from 
being approved in a consumer’s name without the consumer’s consent.  Using a credit freeze, however, 
may delay ability to obtain credit.  Consumers may request that a freeze be placed on credit reports by 
sending a request to a credit reporting agency on-line or by certified mail, overnight mail or regular stamped 
mail to the three national reporting agencies listed below.  Pursuant to federal law, you cannot be charged 
to place or lift a credit freeze on your credit report.   
  
Unlike a fraud alert, a credit freeze must be separately placed on a consumer’s credit file at each credit 
reporting company. More information can be obtained about fraud alerts and credit freezes by contacting 
the FTC or one of the national credit reporting agencies listed below.   
  
Reference Numbers:  
Consumers may also purchase a copy of their credit report by contacting one or more of the three national 
credit reporting agencies listed below:  
 

Equifax P.O. Box 740241, Atlanta, 
GA 30374-0241 

1-800-685-1111 www.equifax.com 

Experian P.O. Box 9532, Allen, TX 
75013 

1-888-397-3742 www.experian.com 

http://www.equifax.com/
http://www.experian.com/


 

Mutual of Omaha Subscriber   
 February 6, 2026  
  

   

 

TransUnion P.O. Box 1000, Chester, PA 
19022 

1-800-888-4213 www.transunion.com 

 
Consumers can place a fraud alert on their credit report by contacting any of the 

 three national credit reporting agencies listed below. 
  

http://www.transunion.com/
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Equifax P.O. Box 740241, Atlanta, 
GA 30374-0241 

1-800-525-6285 www.equifax.com 

Experian P.O. Box 9532, Allen, TX 
75013 

1-888-397-3742 www.experian.com 

TransUnion P.O. Box 1000, Chester, PA 
19022 

1-800-680-7289 www.transunion.com 

 
You can place a credit freeze on your credit report by contacting any of 

the three national credit reporting agencies listed below. 
 

Equifax P.O. Box 105788, 
Atlanta, GA 30348-5788 

1-800-685-1111 www.equifax.com/personal/credit-
report-services 

Experian P.O. Box 9554, Allen, TX 
75013 

1-888-397-3742 www.experian.com/help 

TransUnion P.O. Box 2000, Chester, 
PA, 19022-2000 

1-800-909-8872 freeze.transunion.com/credit-help 

 
  

Federal Trade Commission: Consumers may also obtain information about preventing  
and avoiding identity theft from the Consumer Response Center, 600 Pennsylvania  

Avenue, NW, Washington, DC 20580, 1-877-IDTHEFT (438-4338), www.ftc.gov/idtheft. 
 

  
For residents of Maryland Consumers may obtain information about preventing and avoiding identify 

theft from the Maryland Office of the Attorney General, Consumer 
Protection Division, 200 St. Paul Place, Baltimore, MD 21202, 1-888-743-
0023, https://www.marylandattorneygeneral.gov/Pages/CPD/. 

 
 
 
 
 
 
  
  
  

 
 

 
 

http://www.equifax.com/
http://www.experian.com/
http://www.equifax.com/personal/credit-report-services
http://www.equifax.com/personal/credit-report-services
http://www.experian.com/help
http://www.ftc.gov/idtheft

