
  

 
13173174v1 

 

Melissa J. Sachs 

Constangy, Brooks, Smith & Prophete, LLP 

msachs@constangy.com 

267.219.8332 

Emergency: BreachResponse@constangy.com 

Hotline: 877-382-2724 (877-DTA-BRCH) 
  

 

 

July 25, 2025 

 

VIA ONLINE SUBMISSION: 

 

Attorney General Mike Hilgers 

Office of the Attorney General 

Consumer Affairs Response Team 

2115 State Capital 

Lincoln, NE 68509 

Tel: 402-471-2683 

 

 

Re: Notification of Data Security Incident 

 

Dear Attorney General Hilgers:   

Constangy, Brooks, Smith & Prophete, LLP represents Union Home Mortgage Corp. (UHM) located 

at 8241 Dow Circle West, Strongsville, Ohio 44136 in conjunction with their response to a recent 

data event involving information for Nebraska residents.  The purpose of this letter is to notify you 

of the incident in accordance with Nebraska’s data breach notification statute.  UHM does not waive 

any rights or defenses under Nebraska law or personal jurisdiction. 

1. Nature of the Security Incident 

On June 25, 2025, UHM discovered suspicious activity within its network and immediately initiated 

an investigation of the matter. It engaged independent cybersecurity experts to assist with the process.  

As a result of the investigation, we determined that certain files may have been acquired without 

authorization.  By June 29, 2025, the investigation revealed that certain employee files were affected, 

each of whom is in the process of being notified about the incident. UHM is still involved in a 

comprehensive review to determine the specific information present in the files, including nonpublic 

information, and any customers potentially impacted.  

 2. Number of Affected Nebraska Residents & Information Involved 

The incident involved information for approximately three Nebraska residents. The information 

involved in the incident for Nebraska residents may have included names and Social Security 

numbers, home address, dates of birth, driver’s license/state ID numbers, and/or passport numbers.  
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3. Notification to Affected Individuals 

On July 25, 2025, UHM notified Nebraska residents by email.  The notification email provides 

resources and steps individuals can take to help protect their information.  The notification email also 

offers the opportunity to enroll in complimentary 24-months credit monitoring services and proactive 

fraud assistance to help with any questions individuals may have.  A sample notification email is 

enclosed.   

4. Measures Taken to Address the Incident 

Upon discovering this incident, UHM conducted an immediate and comprehensive investigation to 

confirm the scope of the event to secure its network and to notify affected individuals.  UHM 

established a toll-free call center to answer questions about the incident and to address related 

concerns.  UHM continues to review policies and procedures and so it can implement additional 

measures as appropriate.   

5. Contact Information 

If you have any questions or need additional information regarding this incident, please do not hesitate 

to contact me at msachs@constangy.com or 267.219.8332. 

Sincerely, 

 

 
 

Melissa J. Sachs 

Partner, Constangy Cyber Team 

Encl.: Sample Notification Email 

mailto:msachs@constangy.com
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Bill Cosgrove

From: Bill Cosgrove
Sent: Friday, July 25, 2025 11:26 AM
Subject: Notice of Data Security Incident

Partner, 
 
I am writing to inform you of a recent data security incident that may have aƯected your personal information. 
Union Home Mortgage Corp. (“UHM”) takes the privacy and security of all information within its possession very 
seriously. Please read this letter carefully as it contains information regarding the incident and steps that you can 
take to help protect your personal information, should you feel it appropriate to do so, although at this time there 
is no indication that your information has been misused in relation to the incident. 
What Happened. On June 25, 2025, we discovered suspicious activity within our network and immediately 
initiated an investigation of the matter. We engaged independent cybersecurity experts to assist with the process. 
As a result of the investigation, we determined that certain files may have been acquired without authorization. We 
undertook a comprehensive review of those files and on July 18, 2025, learned that some of your personal 
information was contained within the potentially aƯected data which is the reason for this notification. Please note 
that we have no evidence of the misuse, or attempted misuse, of any potentially impacted information.   
 
What Information Was Involved. The information involved may have included your name, Social Security 
number, home address, date of birth, driver’s license/state ID, and/or passport. 
What We Are Doing. As soon as we discovered this incident, we took the steps described above and implemented 
measures to enhance security and minimize the risk of a similar incident occurring in the future. We also notified 
the Federal Bureau of Investigation and will provide whatever cooperation is necessary to hold the perpetrators 
accountable. We are also providing you with access to credit monitoring services at no charge. These services 
provide you with alerts for 24 months from the date of enrollment when changes occur to your credit file.  This 
notification is sent to you the same day that the change or update takes place with the bureau. Finally, we are 
providing you with proactive fraud assistance to help with any questions that you might have or in event that you 
become a victim of fraud.  These services will be provided by Cyberscout, a TransUnion company specializing in 
fraud assistance and remediation services. 
What You Can Do. You can follow the recommendations on the following page to help protect your personal 
information. You can enroll in the complimentary TransUnion services.  
 
How Do You Enroll for The Free Services?  To enroll in Credit Monitoring services at no charge, please log on 
to https://bfs.cyberscout.com/activate and follow the instructions provided. When prompted please provide the 
following unique code to receive services: CYBIG072225E.  In order for you to receive the monitoring services 
described above, you must enroll within 90 days from the date of this letter. The enrollment requires an internet 
connection and e-mail account.  Please note that when signing up for monitoring services, you may be asked to 
verify personal information for your own protection to confirm your identity. 
For More Information. Further information about how to protect your personal information appears on the 
following page. If you have questions or need assistance, please call 888-505-6812 Monday through Friday from 
8:30 a.m. to 4:30 p.m. Eastern Standard Time. We take your trust in us and this matter very seriously. Please 
accept our sincere apologies for any worry or inconvenience this may cause.  
 
 
Sincerely, 
 



2

 
 
Bill Cosgrove, CEO 
Union Home Mortgage Corp. 
8241 Dow Circle West 
Strongsville, Ohio 44136 
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Bill Cosgrove 
CEO  
 
 


	(NE) UHM- Regulatory Notice Letter(13173174.2).pdf
	Notice of Data Security Incident - All.pdf

